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Compressed sensing has considerable potential for utilization in various fields owing to
its efficient sampling process, but its reconstruction complexity is extremely high. For
resource-constrained users, performing the compressed sensing reconstruction (CSR) task
is impractical. In particular, the emergence of big data makes this task increasingly time-
consuming. Cloud computing resources are abundant and can be employed to solve this
task. However, owing to the lack of trust in the cloud, it is necessary to outsource the CSR
task without privacy leakages. In this study, we design an efficient secure outsourcing pro-
tocol for the CSR task. In the basic outsourcing service model, a client samples a signal via
a secure measurement matrix and then sends the acquired measurements to the cloud for
CSR outsourcing. The reconstructed signal can not only be utilized by the client, but also
by other users. The proposed outsourcing scheme is highly efficient and privacy-preserving,
based on three aspects. First, the sensing matrix employed for reconstruction is assumed
to be public, because it has a significantly larger size than the signal and consumes consid-
erable resources if encrypted and transmitted. Second, a secret orthogonal sparsifying basis
is contained only in the measurement matrix, rather than the sensing matrix. Third, a user
can verify the reconstructed signal by leveraging the keys, which are the unique informa-
tion shared between the client and user. We also demonstrate the privacy and analyze the
efficiency of the proposed CSR outsourcing protocol, both theoretically and experimentally.

© 2019 Elsevier Inc. All rights reserved.

1. Introduction

In recent years, cloud computing has been attracting widespread attention in both academia and industry [1,13-16]. Ow-
ing to resource restrictions or to save costs, a client can transfer their computational tasks to the cloud for processing. In
particular, along with the emergence and development of big data, the demand for such transfers is continuously increas-
ing. However, in view of task sensitivity and cloud distrust, security concerns must be taken into account [7,25-27,29]. This
encourages the client to consider how to let the cloud fulfill dependable task processing over an encrypted domain, which
inevitably introduces some new challenges [34]. The first challenge is to protect the privacy of both the client’s input tasks
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and the cloud’s output results. The client suitably encrypts the input task and then outsources the encrypted task to the
cloud for processing. After completing the task, the cloud should not be able to infer sensitive information from the result.
Hence, it is desirable that the encryption operation ensures not only the input/output privacy, but also the successful com-
pletion of the task. The second challenge is to be able to verify the result returned by the cloud. For various reasons, there
may exist hardware faults and software bugs, resulting in incorrect computing. In addition, for intentional reasons the cloud
may become lazy and want to muddle through, thus simply returning an arbitrary result. The cloud may even leverage
this incorrect result to access useful knowledge on the task for financial incentive. Consequently, this requires the client to
be able to determine whether the cloud behaves faithfully and returns a correct result. The third challenge concerns the
efficiency of handling the computational task. This demands that the time required for the client to perform encryption
operations should be substantially less than that required to complete the unencrypted task on their own. Meanwhile, the
time required for the cloud to process the encrypted task should be kept as close as possible to that required for the client
to complete the unencrypted task themselves.

Compressed sensing (CS) is an efficient signal sampling technique [4,12]. Given two necessary conditions, it can recover
a signal from a set of far fewer samples than required by the Shannon-Nyquist sampling theorem. These two conditions
include sparsity, which requires the signal to be sparse in some domain, and the restricted isometry property (RIP), which
should be satisfied by the sensing matrix. (CS) has a low linear encoding complexity, but a very high cubic reconstruction
complexity. Because reconstructing and storing signals will consume a large amount of computational resources and occupy
considerable storage space, it is unpractical, or even impossible, for this to be performed by resource-constrained devices,
such as sensors and mobile terminals. Motivated by these challenges, in this study we propose outsourcing the compressed
sensing reconstruction (CSR) task to the cloud.

A basic system service model involves a client sampling an original signal based on the CS technique to generate mea-
surements, which are then sent to the cloud for storage and CSR task solving. When the client or other users make a request,
the cloud can solve the CSR task and return the reconstructed signal. In general, a measurement matrix is handled by the
client, while a sensing matrix, which is a product of the measurement matrix and an orthogonal sparsifying basis, is utilized
on the cloud side. To protect the privacy of the signal, the measurement matrix and the generated measurements must be
encrypted ahead of transmission to the cloud. However, in real-time applications it is not inadvisable for each signal to
encrypt and transmit the measurement matrix, because the measurement matrix is significantly large, and will occupy too
many resources if encrypted and transmitted. To address this issue, we adopt the primary assumption that the measurement
matrix is public knowledge, which is known by both the client and cloud.

Keeping the measurement matrix public presents a new issue of how to encrypt the signal in the sampling process.
To handle this problem, we can migrate the function of the orthogonal sparsifying basis from the sensing matrix to the
measurement matrix. Then, we set the secret orthogonal sparsifying basis to provide privacy protection. As a result, the
secret orthogonal sparsifying basis is now part of the measurement matrix rather than the sensing matrix. Specifically, the
newly generated measurement matrix is a product of the original measurement matrix and the inverse matrix of the secret
basis, and the new sensing matrix is the original measurement matrix. It is worth noting that in our model the sensing
matrix used on the cloud side stays public, and the measurement matrix utilized by the client remains secret. Furthermore,
the encryption mechanism taken by this function migration should not affect the sparsity and the RIP, otherwise the solving
of the CSR task would be compromised. In Section 4.2, we show that neither the sparsity nor the RIP are affected.

Furthermore, other users face the issue of how to verify the reconstructed signal. The client can easily verify the recon-
structed signal by leveraging the auxiliary information, including the measurement matrix and measurements, whereas other
users do not have this auxiliary information. It is natural to ask whether the client can send the auxiliary information to
other users. Unfortunately, this is not practical, as the amount of information is often very large, indeed significantly larger
than the size of the signal to be sampled, and would consume considerable communication resources. Verification without
using the auxiliary information is called asymmetric verification. In our work, we adopt keys, which are the unique informa-
tion shared between the client and other users, to achieve a feasible asymmetric verification scheme. This also represents a
deterministic verification approach, i.e., the reconstructed signal can be accurately distinguished as correct or incorrect. More
interestingly, it is a partial verification scheme, meaning that a part of the reconstructed signal passing the verification can
be used to reconstruct the signal to a satisfactory quality.

The main contributions of this paper can be summarized as follows.

» We propose two efficient CSR task-outsourcing protocols, simultaneously achieving the goals of correctness, privacy,
client/user verification, and efficiency.

» We propose the novel idea of a publicly known sensing matrix, avoiding the transmission of the sensing matrix between
the client and cloud, and thus saving communication resources.

* We devise an encryption approach by migrating the function of the orthogonal sparsifying basis into the original mea-
surement matrix, while maintaining the sparsity and RIP.

* We design an asymmetric and partial verification approach for users, which is simple to use.

The remainder of this paper is organized as follows. The next section discusses related work. Section 3 introduces the
basics of CSR, the system and threat model, and the design goals. Section 4 describes the protocol construction in detail,
including the basic idea, key design and generation, client/user verification, and formal protocols. Section 5 provides further
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investigations in terms of privacy guarantees and a theoretical analysis, followed by a performance evaluation in Section 6.
Finally, the last section concludes the paper.

2. Related work

CSR outsourcing is closely connected with matrix computation and equation solving outsourcing. Lei et al. outsourced large
matrix inversion [24], large matrix multiplication [22], and large matrix determinant computations [23] to the cloud by em-
ploying some transformations including random permutations and value altering. A randomized Monte Carlo verification
algorithm with a one-sided error is employed in these outsourcing mechanisms. Wang et al. proposed large-scale systems
of linear equation [38,40| and linear programming outsourcing [36,37] by applying some matrices/vectors to the original
equations. Chen et al. presented some protocols to improve these approaches [36,38,40] and acquire significant performance
gains [9]. Unlike in [9,38,40], a sparse matrix is utilized in [10] to construct a novel linear equation solving outsourcing
method, which only requires one round of communication between the client and cloud and can detect cloud misbehavior
with a probability of one. To reduce the huge number of memory input/output operations, Sergio et al. exploited the sparsity
in linear systems of equations to obtain an efficient and secure outsourcing scheme [30]. Ding et al. analyzed and improved
a privacy-preserving conjugate gradient method algorithm to securely outsource large-scale systems of linear equations [11].
Chen et al. devised a linear regression outsourcing technique, and designed two protocols for different application scenar-
ios [8]. Luo et al. proposed a secure outsourcing algorithm for nonlinearly constrained nonlinear programming, and then
parallelized this algorithm to accelerate computations in the cloud [28].

As demonstrated above, various matrix computation and equation solving outsourcing protocols have been studied over
recent years [32]. However, no efficient schemes for secure CSR task outsourcing have so far been proposed. If utilized in
CSR outsourcing, the transformation techniques in the abovementioned outsourcing schemes may lead to the severe problem
that sparsity or the RIP no longer holds. Meanwhile, these protocols verify the results based on the task itself, and do not
achieve asymmetric verification. In contrast, our protocol can efficiently outsource CSR to the cloud with effective encryption
and asymmetric verification techniques.

CSR outsourcing represents a crossover study area of CS and information security. The area of CS applied in information
security was reviewed in our studies [43,44,47] from various aspects, including theoretical security, application security,
wireless communications, multimedia data, cloud computing, and the Internet of Things. CSR outsourcing combined with
CS and cloud security belongs to the application security and cloud computing domains. Kang et al. investigated a se-
ries of privacy-preserving compressive multimedia applications in the cloud, including multimedia compression, adaptation,
editing/manipulation, enhancement, retrieval, and recognition [20]. Wang et al. proposed a privacy-preserving watermark
detection framework in cloud computing, based on CS and secure multiparty computation [42]. In [20,42], the authors did
not consider the problem of how to outsource the CSR task to the cloud. Wang et al. scheduled privacy-assured image re-
construction service outsourcing [41] and healthcare signal reconstruction service outsourcing [39], both of which involved
the problem of CSR outsourcing. In [19], Hu et al. introduced an outsourced image reconstruction and identity authenti-
cation service based on a CS technique in the cloud. The studies [19,39,41| considered a solution to linear programming
outsourcing through a sequence of transformations on the CSR task itself. However, these transformations are impractical
for real-time applications, because after each signal is sampled using the CS technique only the measurements are expected
to be outsourced to the cloud, not including the measurement matrix. In addition, support-set-assured sparse reconstruction
service outsourcing was discussed in [48], which is related to CSR outsourcing. However, the authors did not consider the
verification problem. In the proposed CSR outsourcing protocol, the client samples each signal and then only sends the cor-
responding measurements to the cloud, and a reasonable verification method is proposed. Both the verification method and
encryption mechanism are effective but simple. In addition, there have been some studies concerning scheduling algorithms
for cloud computing and big data [2,31,33,35], but these have not involved secure computation outsourcing.

3. Problem formulation
3.1. Compressed sensing reconstruction

The fundamental Shannon-Nyquist sampling theory describes sampling from the perspective of a limited signal band,
and has been widely considered as key for acquiring and reconstructing data. Nevertheless, the resulting number of re-
quired measurements can be so large that the storage becomes infeasible, and the acquisition time becomes too long. CS
is a new sampling theory, providing theoretical conditions to ensure the exact recovery of signals from a small number of
linear projections below the Nyquist rate. The underlying property allowing the development of this idea is the sparsity of
the signal. A signal x of length N is said to be k-sparse or compressible if x can be well approximated using only k<N
coefficients under some orthogonal sparsifying basis D, as follows:

X = Ds, (1)

where s is the transform coefficient vector, which has at most k significant nonzero entries. This theory means that x can
be acquired by the following random measurement:

y = Ax, (2)
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Fig. 1. System model of CSR task outsourcing in the cloud.

where A is an M x N (M < N) random measurement matrix, and y represents the measurement coefficient vector. Here, X can
be faithfully recovered from only a very small number of measurements through [;-minimization:

min ||s]|; s.t.y=Os, (3)

where O is the sensing matrix, with ® = AD, and the measurement matrix A should be highly incoherent with the orthog-
onal sparsifying basis D.

3.2. System and threat model

As shown in Fig. 1, in the system model a client samples a signal of interest using a measurement matrix, and acquires
the corresponding measurement values. Owing to a lack of storage and computing resources, the client wants to utilize
the cloud for task processing. The CSR task that the client wants to outsource can be expressed as a convex optimization
problem, denoted as IT = (y, ®), as in (3). To ensure the task privacy, the client needs to suitably encrypt IT with a key K,
and then outsource the encrypted version ITg to the cloud, where Il is solved in a privacy-preserving manner to obtain
the result, denoted as §. This result can be returned to the client itself, or sent to a user if requested. Regardless of whether
the client or a user receives the result, it must be verified. If the verification succeeds, then decrypting the result reveals
the real solution for the original task.

In the security threat model, we consider a cloud with malicious behavior. The cloud may have a direct incentive to
reveal sensitive information of the input ITx and output §, and even deliberately sabotage the computation, e.g., by returning
a random result to save computing resources and attempting not to be caught.

3.3. Design goals

For the aforementioned model, a practical and efficient protocol should be designed to achieve the following design goals.

Correctness

The protocol can achieve success in fulfilling the CSR task, as long as both the client and cloud follow the protocol
honestly.

¢ Privacy

The protocol can protect the input/output privacy of the CSR task. In other words, the cloud cannot obtain meaningful
information from either the encrypted input task or encrypted output result.

Client/User verification

The protocol can verify whether the output result of the cloud is correct, and verify that it does not cheat either the
client or user. Even though the user does not have the original task in hand, no false result can pass the verification
with a non-negligible probability.

Efficiency
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The protocol can substantially reduce the local computational burden on the client/user side compared to that required
for the client to complete the CSR task on their own. Furthermore, the amount of computation required to process the
encrypted task in the cloud can be made as close as possible to that required for the original unencrypted task.

4. Protocol construction
4.1. Basic idea

Assume that a client wants to harness the CS technique to capture a signal x from the natural world. Let us first consider
a general case. After sampling, the client transmits the measurement matrix A and measurement vector y to the cloud,
which calculates this CSR task IT = (y, ©®). In this scenario, the client has the measurement matrix A in hand, while the
cloud owns the sensing matrix @ = AD, and both sides have a common measurement vector y. In order to guarantee the
privacy of X, the client must utilize a secret measurement matrix A. Nevertheless, A must be shared with the cloud for
successful decoding, and thus it seems almost impossible to directly handle the task in this general case. In addition to being
unable to share the secret measurement matrix, sending an updated A immediately or frequently is impractical to achieve
security enhancement and save the communication cost, as it contains a much larger amount of data than x. However,
it is interesting that the orthogonal sparsifying basis D is only used in the sensing matrix of the cloud, but not in the
measurement matrix of the client. Can we consider a function migration for D, i.e., a scenario where D is only dealt with by
the client rather than the cloud? If so, D will no longer be shared with the cloud. As a result, we can make the measurement
matrix A public, similar to a public key in asymmetric cryptography, which is always known to the cloud. This avoids
frequently transmission of A to the cloud. In the following, we explain how this idea works.

Let the measurement matrix A used for signal sampling be publicly known. If Dy is a secret matrix, then the signal x
and the sparse representation s will consist of plaintext and ciphertext, respectively, because s = Dlzlx. This is a simple cryp-
tosystem, which is secure against some potential attacks, such as known/chosen plaintext attacks with Dy being a session
key. It is highly expected that the cloud can solve the task with respect to A. Without loss of generality, this task should
take the following form:

min ||s||; s.t.y=As. (4)

Apparently, after the cloud fulfills the above task [Ty = (y,A), the result s remains in an encrypted form, such that the
output privacy is protected. Note that the received result is not necessarily the same as the original result, and here we use
the original expression for convenience in stating the problem. On the other hand, the task can be simplified as [T = (y),
because A is publicly known. Further, plugging s = D,fx into y = As, we obtain

y= ADElxz@KX, (5)

where O :ADEl. This indicates that the client can leverage ®y to sample the signal x. The proposed CSR outsourcing
technique will employ the basic idea of this function migration. It seems obvious that this function migration appears to
exchange the measurement and sensing matrices between the client and cloud. However, whether this is reasonable and
further details must be investigated.

4.2. Key design and generation

In CS theory, the sensing matrix ® should satisfy the RIP of order k if there exists a constant §; € (0, 1) such that
(1-380lsll3 < 1©sl3 < (1 + 80 [, (6)

for all k-sparse signals s [5]. For a stronger security guarantee, the design of the key Dy (or DEl) is likely to break the RIP
for O, i.e., Ok will no longer satisfy the RIP. Moreover, the measurement matrix @y used for sampling in the proposed
CSR outsourcing approach looks like a sensing matrix. Therefore, we should determine how to approach the relationship
between Dy and ®k. We can give a satisfactory answer by observing the equation

y = AD;'x=AD; ' Dys = As. (7)

Even though the design of Dy leads ®y to not satisfy the RIP, it does not affect the RIP of A utilized in the cloud, which
can be a Gaussian or Bernoulli random matrix with independent and identically distributed entries from a sub-Gaussian
distribution [6]. However, it is worth mentioning that the design of Dy may impact the sparsity of s, resulting in a poor
reconstruction performance.

For different types of signals, the client can select the matching Dg. Note that although the integral of AD,}l is used for
sampling, in principle it can be interpreted as an encryption operation for Dy in advance, and subsequently a subsampling
operation for A. In general, there are two common methods for constructing D on the premise of ensuring the good spar-
sity of s. One method is to utilize some optical transforms with parameters, such as the discrete fractional Fourier [3] and
multiple-parameter discrete fractional transforms [18,21], where the parameters (orders) often indicate the rotation angle of
the transform in the time-frequency plane, and can serve as keys. These have mathematical properties such as rotations,
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periodicity, zero rotation, and so on. They also possess similar properties to the cases with no parameters, thus simulta-
neously guaranteeing the sparsity and providing security. So far, optical transforms with parameters have been extensively
employed in data encryption [45,46,49,50]. The other method is to utilize secret elementary transformations on classical
orthogonal transform matrices, such as the discrete cosine and discrete wavelet transforms. The secret elementary transfor-
mations involve randomly exchanging two rows, multiplying some row by a secret non-zero number, and adding some row
multiplied by a secret number to another row. It is not difficult to prove that these secret transformations do not alter the
sparsity of s. This is because the transformations are equivalent to operations on s, i.e., exchanging two entries, multiplying
some entry by a secret non-zero number, and adding an entry multiplied by a secret number to another entry, respectively.
The two abovementioned methods can easily be implemented in practice by optical hardware. Meanwhile, the generation
of Dg can be controlled by only one or a few keys.

4.3. Client/user verification

On the client side, an instinctive approach is that upon receiving § returned by the cloud, the client decrypts this to ob-
tain X =Dg§, and then checks whether y =@X holds using randomized verification. This approach is frequently employed in
some matrix computation outsourcing methods [23,24,40]. It aims to acquire a faithful result with an overwhelming prob-
ability using few resources, because checking all the entries of § will have a very high computational complexity, which is
unpractical, especially for resource-constrained clients. Generally, randomly selecting a only small number of entries, con-
siderably smaller than the size of X, verifies whether a false result from a cheating cloud can pass the verification process
with a non-negligible probability. In contrast, a simple and absolute verification approach is employed in the proposed out-
sourcing method. Upon receiving §, it is unnecessary for the client to decrypt this prior to verification, as decryption may
waste computational resources if the result is incorrect. Instead, the client can directly check whether y = AS is correct.
Considering the sparsity of §, the client just needs to handle the k non-zero elements. Because k <M <N and k<« N, a very
low computational complexity is guaranteed. More importantly, this is an absolute verification approach, i.e., the result can
be verified with 100% completeness. Once § passes verification, the client computes X =DyS.

On the user side, no prior information on either y or A contributes to the verification, and therefore it is an extremely
hard task to verify. However, we can still solve this by virtue of a unique Dy in the user’s hand, which is a key shared by the
client and user. Here, we assume a unique key to facilitate the analysis, despite the fact that Dy could possibly be generated
by several keys. In addition to the key K; used for the outsourcing of a signal, we assign a different key K, for the signal.
Hence, the client performs sampling twice, as follows:

-1
Aoy .
The two tasks outsourced to the cloud are
min |[s1]; s.t.yi=As; (9)
and
min ||s;||; s.t.yi=As;, (10)

which are masked as g, = (y1) and Ik, = (y2), respectively. After receiving s; and s, the user can implement the verifi-
cation using the following equation:

~ ? A
DK151 :DK252~ (]1)

In fact, we take advantage of two sparse representations, X =D, $; = D, $;, for a signal x. In this manner, because k<N,
handling 2k non-zero entries still has a low complexity, and the verification is absolute. One might consider a repeated
verification technique to check two results corresponding to the same key. However, this is not feasible, because the cloud
could fake the same result for the same y.

4.4. Formal protocols

Now, we introduce two formal protocols for the proposed CSR outsourcing approach, which are aimed at the client
and user sides, respectively. Both of these contain four sub-algorithms (KeyGen, TaskGen, TaskProc, and ResultVerify). The two
protocols are separately referred to as Client-Cloud-Client and Client-Cloud-User, and their difference lies in whether the client
or user receives the CSR result from the cloud. Fig. 2 presents a flow chart for a better comparative understanding of the
two protocols.

PROTOCOL 1: Client-Cloud-Client.

KeyGen(1*)— A key generation algorithm that is run by the client. This takes a security parameter A as input and returns
a key that is a secret orthogonal basis, K = (D).

TaskGen(A, K, X)— A task generation algorithm that is run by the client. This takes a measurement matrix ADEl and
signal x as inputs, and returns a task that is a measurement vector, [1x = (y).
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Fig. 2. Flow chart of two protocols.

TaskProc(A, T1x)— A task processing algorithm that is run by the cloud. This takes a sensing matrix A and task ITg as
inputs, and returns a result 8.

ResultVeri fy(A, \A §) — A result verification algorithm that is run by the client. This takes a sensing matrix A, measure-
ment vector y, and result § as inputs, and returns YES or NO. If YES, then the client computes x = DgS. If NO, then the client
rejects the result.

PROTOCOL 2. Client-Cloud-User.

KeyGen(1*)— A key generation algorithm that is run by the client. This takes a security parameter A as input and returns
two keys Ky = (D, ) and K, = (D, ). each of which is a secret orthogonal basis.

TaskGen(A, K1, K>, X)— A task generation algorithm that is run by the client. This takes two measurement matrices AD,}]]

and AD,}; and a signal x as inputs, and returns two tasks Ik, = (y1) and Ik, = (y2), each of which is a measurement
vector.

TaskProc(A, [k, , 1'[,(2) — A task processing algorithm that is run by the cloud. This takes a sensing matrix A and two
tasks T, and [, as inputs, and returns two results §; and §$,.

ResultVerify (K, K;.81,8;) — A result verification algorithm that is run by the user. This takes two keys Ky = (D, ) and

K = (DKz) and two results §; and §, as inputs, and returns YES or NO. If YES, then the user computes x = Dy, §; (or D,$;).
If NO, then the user rejects the results.

5. Further investigations
5.1. Privacy guarantee

Concerning the input privacy of the CSR task, we assume that the cloud that receives y attempts to directly reveal x
based on the formula y =@®yx. However, because ®y is unknown the input privacy of x can easily be ensured. Regarding the
output privacy of the CSR task, we assume that the cloud that acquires § attempts to disclose x according to x = DgS. To do
so, the cloud must crack Dg. We previously mentioned two common methods for constructing Dy. First, when parameterized
optical transforms serve as Dy, the parameters act as the keys. Second, when secret elementary transformations on the
classical orthogonal transform matrices are used as Dy, rather than determining these secret elementary transformations it
is easier for the cloud to discover the corresponding equivalent operations on 8. These operations consist of random swaps
of two values and alterations of single values. We assume that the corresponding precision for the number utilized to alter

a single value is . Then, the key space to recover all the operations is ( I,V Yk110#k 1
K

1 Utilizing all the operations, the cloud can obtain the original unencrypted version of §, denoted by §, so that the original signal is revealed by calculating
x = Ds.
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Table 1
Theoretical complexity analysis.

KeyGen TaskGen TaskProc ~ ResultVerify

Protocol 1 Dy o(MN?)  Oo(N?) O(kM)
Protocol 2 Dy, Dy,  O(2MN?)  O(2N*)  O(2kM)

In the first method, Dy is directly generated by inputting the parameters, and therefore is often unpredictable in terms of
the structure. If the parameters are frequently updated, then plaintext attacks, such as a known plaintext attack or chosen
plaintext attack, can be effectively resisted. In the second method, Dg evolves from some known orthogonal transform ma-
trix. Correspondingly, the structure can possibly be predicted and broken by plaintext attacks. However, the second method
can be made more resistant against brute-force attacks than the first, as its key space is sufficient to withstand an exhaus-
tive search. However, the first method only has a few parameters as keys, thus being easily successfully captured. Overall,
the first method is suitable for resisting plaintext attacks, while the second is effective for resisting brute-force attacks.
Note that these two methods can easily be combined to simultaneously deal with both plaintext and brute-force attack. In
addition, Dg can also be elaborately and independently decorated by the client, in addition to the above two methods of
constructing Dy.

5.2. Computational analysis

The computational analysis results of the proposed protocols are presented in Table 1. For the key generation algorithm,
the secret matrix Dy can easily be constructed, because it is generated by modifying some existing orthogonal transforms,
and this modification only has linear complexity. Meanwhile, note that the inverse matrix calculation often has cubic com-
plexity, but the calculation of D,}l does not. This is because Dg is an orthogonal matrix. Utilizing the transpose of the
orthogonal matrix as its inverse, one can exploit the equivalent modification for the transpose of the orthogonal matrix, and
obtain D,ﬂ with linear complexity. Regarding the task generation and result verification algorithms, in Protocol 1both have
the complexity (D(MN2 + kM) on the client side. This means that the proposed Protocol 1 reduces the original complexity

O(N?) to O(MN?) for the client, while not augmenting the computational burden of the CSR task in the cloud. The com-
plexity of the result verification algorithm alone is only O(kM). One advantage compared with randomized verification is
that it is not necessary to adopt a completely negative attitude to the result once NO is returned. The client can still utilize
the remaining correct non-zero entries in § to reconstruct the original signal, which may be acceptable owing to signal re-
dundancy. The above investigations were also performed for Protocol 2, giving similar analysis results. Finally, we would like
to point out that in both proposed protocols the client just transmits one or two vectors of length N, rather than matrices,
which involves a very low communication cost.

6. Performance evaluation

We select an image and divide it into a certain number of blocks, each of which is regarded as a one-dimensional
signal, to simulate the original signal for a visual view. The Lena image of size 512 x 512 is utilized. This is partitioned into
32 x 32 blocks, and so each signal has a length of 1024 and each image consists of 256 signals. With respect to the key
generation, we apply secret row exchange operations to the DCT matrix, specifically a permutation operation to each row, to
generate Di. The measurement matrix A is composed of independent identically distributed ensembles, yielding a Gaussian
distribution. The client samples each block with AD,}1 to generate the outsourcing task, and then sends this to the cloud
for processing. The cloud leverages the convex optimization toolbox [17], which is a basis pursuit algorithm, to process the
CSR task. The result is fed back to the client/user for verification and decryption. The communication latency between the
client/user and the cloud is ignored. The workstation is a computer with Intel Core i7-4790 CPU and 8 GB RAM, and the
platform is MATLAB.

The efficiency of the proposed CSR task outsourcing scheme is reported in Table 2, where the computation time is the
average value from 256 signals, and is shown against the sampling rate (SR). This table corresponds to Protocol 2, while the
results for Protocol 1 can easily be obtained by adding the user’s time cost to the client side. Here, tjen, and tyser represent
the time costs for the client and user, respectively, and toging and tqqyq are the time costs for processing the original and
encrypted CSR tasks, respectively. We note that to,q is found to have the consistent value of tyiging through the experi-
ments. This is because of the fact that the encrypted CSR task shown in (4) has the same structure as the original CSR task
shown in (3). The proposed CSR task outsourcing scheme provides both the client and user with a good amount of compu-
tation saving, and this asymmetric speedup is measured as torigingi/ (tclient + tuser)- AS can be observed in Table 2, the speedup
becomes greater as the sampling rate increases. Furthermore, this increase tends to follow a linear trend, which can also
be visually validated by the curve in Fig. 3. Note that SR=1 means that the system of linear equations to be solved is well-
posed rather than underdetermined. It is easier to solve a well-posed equation, and thus the corresponding computation
time will be smaller, as shown in Fig. 3. The proposed outsourcing protocol can achieve savings of over 317 x, meaning
that a considerable amount of computational overhead is successfully shifted from the local client or user to the cloud. It
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Table 2
Efficiency of the proposed CSR task outsourcing protocol (time in seconds).

Original Case  CSR outsourcing Speedup

No. SR tnn’ginal tdien[ tuser toriginul/(tdien[ + tuser)
1 0.10 0.6029 0.0510 0.0002 11.7608
2 0.15 1.1402 0.0455 0.0002  24.9571
3 0.20 1.8240 0.0477 0.0002  38.0638
4 0.25 2.6863 0.0468 0.0003 57.0619
5 030  3.9248 0.0478 0.0002  81.6153
6 0.35 5.3263 0.0493 0.0003 107.3091
7 040  7.0283 0.0513 0.0002 136.4638
8 045  9.2424 0.0491 0.0003 186.7909
9 0.50 11.6846 0.0533 0.0003  218.2319
10 0.55 14.1603 0.0499 0.0003  281.9289
n 0.60 16.8704 0.0569 0.0003  295.0222
12 0.65 203118 0.0507 0.0003  398.2623
13 0.70  22.9309 0.0529  0.0002  431.5208
14 0.75  26.6909 0.0521 0.0002 510.1789
15 0.80  30.4167 0.0529 0.0003 572.5472
16 085  33.9167 0.0536 0.0002  630.1536
17 090  36.5922 0.0539 0.0003  675.7654
18 095 414766 0.0543 0.0003 759.9221
19 1.00 34.6867 0.0562 0.0002  614.0842
Average 16.9217 0.0513 0.0003  317.4548
800

700

600

500

Speedup
iy
8

300

200

100

Fig. 3. Speedup versus sampling rate.

is worth noting that any existing CSR algorithm can be utilized on the cloud side, not limited to the convex optimization
toolbox.

In the verification process, each non-zero entry in § is checked, and then a deterministic result is given, i.e., this entry is
either correct or incorrect. However, it is still possible to accept § when some entry returns NO. If the number of non-zero
entries returning YES is sufficient that the reconstructed signal has satisfactory quality, then it can be acceptable. This case
of partial verification is suitable for a scenario in which the application requirement is not sufficiently strict. For example, in
our experiment removing 10% of the non-zeros in § with a sampling of 0.7 produces a reconstructed image of satisfactory
visual quality, as shown in Fig. 4. Of course, if all the non-zero entries pass the verification, then the best quality will be
obtained. In addition, Fig. 4 also demonstrates the correctness of the proposed outsourcing scheme.

In the proposed outsourcing protocols, the design goals are to achieve correctness, privacy, client/user verification, and
efficiency, as previously mentioned. These goals have been demonstrated through theoretical discussions. In the experimen-
tal evaluation, we have further validated the correctness, client/user verification, and efficiency. The proposed protocols can
correctly outsource the CSR task and verify the output result returned by the cloud. Computational savings can clearly be
obtained for the client. A greater number of signals (images) have been utilized to draw unanimous outcomes. Although the
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Fig. 4. An example of partial verification.

client can successfully shift a considerable amount of computational overhead to the cloud, the cloud can still improve the
effectiveness without affecting the returned result, based on some scheduling algorithms in distributed systems [2,31,33,35].

7. Concluding remarks

In this paper, we have proposed two CSR outsourcing protocols, which aim towards client and user verification, respec-
tively. The client can generate a secret measurement matrix based on the secrecy of the orthogonal basis, which is then
utilized for signal sampling. The generated measurement vector is sent to the cloud, where the CSR task using the public
sensing matrix is solved. After receiving the result returned by the cloud, the client performs verification and finally decryp-
tion. If the user requires this signal, then they perform the verification with the same procedure and two different keys. The
encryption approach is based on the function migration of the orthogonal sparsifying basis and does not affect the sparsity
or RIP. The asymmetric verification represents a deterministic and partial verification approach. Both the encryption and
asymmetric verification methods are effective and simple to use. Theoretical and experimental analyses were conducted to
validate the security and efficiency of the proposed CSR outsourcing protocols.
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