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ABSTRACT

Due to the high robustness against various image transfor-
mations, Scale Invariant Feature Transform (SIFT) has been
widely employed in many computer vision and multimedia
security areas to extract image local features. Though SIFT
has been extensively studied from various perspectives, its se-
curity against malicious attack has rarely been addressed. In
this work, we demonstrate that the SIFT keypoints can be ef-
fectively removed, without introducing serious distortion on
the image. This is achieved by formulating the SIFT key-
point removal as a constrained optimization problem, where
the constraints are well-designed to suppress the existence of
local extremum and prevent generating new keypoints within
alocal cuboid in the scale space. We show that such optimiza-
tion problem in the ideal case is non-convex. To make the
computation feasible, we propose a relaxation technique to
convexify the original problem, while maximally preserving
the solution space. As demonstrated experimentally, our pro-
posed SIFT removal algorithm significantly outperforms the
state-of-the-arts in terms of keypoint removal rate-distortion
(KRR-D) performance. Our results imply that an authoriza-
tion mechanism is required for SIFT-based systems to verify
the validity of the input data, so as to achieve high reliability.

Index Terms— SIFT, keypoint removal, convex opti-
mization, convex relaxation

1. INTRODUCTION

Image local feature extraction and description are important
ingredients in many pattern recognition and multimedia secu-
rity systems [1, 2]. Among various approaches for extract-
ing image features, SIFT has become extremely popular, due
to the excellent robustness against partial occlusion, clutter,
noise, lighting changes, and geometric transformations [1].
In addition to the traditional content based image retrieval
(CBIR) systems [3], SIFT was also employed in multimedia
security systems, e.g., to detect the copy-move forgery [2].
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The success of SIFT in these applications depends on the as-
sumption that SIFT keypoints and the associated feature de-
scriptors cannot be severely destroyed without seriously af-
fecting the image quality.

Unfortunately, some recent studies showed that scale
space image features, including SIFT ones, could be de-
stroyed by suppressing the local extremum in the scale space.
This could be a big threat to the reliability and security of
many systems built upon the SIFT features. Imagine that a
criminal may erase the SIFT keypoints of his ID photo, and
then can pass the security checking system running over the
SIFT feature domain.

The pioneer work [4] attempted to inhibit a SIFT keypoint
by duplicating another local extremum in the detection region.
Do et al. later argued that this attack was not enough to be
a threat for a CBIR system, since new SIFT points will be
generated around the original one [5]. It was found that the
descriptors of these newly generated SIFT keypoints are very
similar to the original one, and hence, can still be matched [5].
To improve the removal performance, Do et al. suggested two
strategies [6]. The first one is to force the contrast value of
each keypoint to be lower than the contrast threshold. These
keypoints will be filtered out in the refinement stage. How-
ever, the problem of new keypoint generation (NKG) still re-
mains unsolved. The second strategy utilized the local and
global smoothing for erasing keypoints, at the cost of large
distortion of the resulting image. In [7], Amerini et. al. first
performed classification of SIFT keypoints, and then selected
an existing removal strategy for each class, so as to improve
the visual quality of the resulting image. To get better trade-
off between the keypoint removal and image distortion, Lu
and Hsu constructed a constrained optimization framework
[8]. As will be clear shortly, the constraints incorporated into
their optimization framework are too restricted, which seri-
ously narrows the solution space, leading to large distortion.
Further, the NKG problem was not fully resolved.

In this work, we study the SIFT keypoint removal prob-
lem by proposing a new constrained optimization framework,
where we design a set of novel constraints to specifically ad-
dress the local extremum suppression and NKG problem si-
multaneously. We show that the ideal constraints are actu-
ally non-convex, making the whole optimization problem dif-
ficult to be solved. To make the computation feasible, we
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adopt a convex relaxation technique to convexify the original
non-convex problem, while maximally preserving the solu-
tion space. It can be shown that the framework in [8] can be
treated as a restricted case of our proposed scheme. As ver-
ified experimentally, the KRR-D performance can be signifi-
cantly improved. To further demonstrate the effectiveness, we
provide a case study of defeating a SIFT-based image copy-
move forgery detection system.

The rest of the paper is organized as follows. Section 2
gives the preliminary of the SIFT algorithm. In Section 3, we
present our method for removing SIFT keypoints via convex
relaxation technique. The experimental results on SIFT key-
point removal over the UCID database and a case study are
reported in Section 4. We conclude in Section 5.

2. PRELIMINARY OF SIFT

SIFT is one of the most popular algorithms in computer vi-
sion to extract and describe image local features [1]. The
SIFT algorithm can be divided into two stages: i) keypoint
identification via extremum detection in the scale space, and
ii) feature descriptor generation.

At the first stage, the input image I is convolved with
Gaussian filters at multiple scales, to generate successive
Gaussian-blurred images. The keypoints are then taken as the
extreme points of the Difference of Gaussians (DoG) domain.
For a specific scale s, a DoG image is defined as

Dl(xvyas) :Ll(x,y,s+1)—L1(x,y,s) (1)

where Li(x,y, s) is the Gaussian blurred image given by

Li(z,y,s) = I(z,y) ® G(x,y,05) (2)

Here G(z,y,05) is the Gaussian kernel with standard devi-
ation o, and the subscript I corresponds to the input im-
age. The convolved images are grouped by octave. Letting
k = (x,y,s), we can write D1(k) £ Di(z,y, s). Each DoG
value Dp(k) will be compared with its 26 neighbors within a
3 x 3 x 3 cube centered by it. If Dy(k) is a local extremum
(minimum or maximum), then it will be selected as a candi-
date keypoint. In the sequel, we interchangeably use the index
k or the DoG value Dy (k) to refer to a point in the scale space.
All the candidate keypoints will be further refined according
to a contrast threshold and edge threshold. At the stage ii),
a 128-dimensional descriptor will be assigned for each sur-
vived keypoint, encoding its surrounding information in the
scale space. For more details, please refer to [1].

3. PROPOSED SIFT KEYPOINTS REMOVAL
METHOD

In this section, we present our technique to effectively remove
the SIFT keypoints. The design goals are two fold: 1) signif-

icantly reduce the number of SIFT keypoints, and 2) main-
tain high quality of the resulting image. These two goals
are fundamentally conflicting with each other. More severe
SIFT keypoint removal generally leads to larger distortion. To
achieve the first goal, we attempt to suppress local extremum
in the scale space, and avoid to generate new SIFT keypoints
in a local cuboid. For the sake of simpler presentation, we
give our SIFT keypoint removal algorithm by taking the first
octave of the scale space as an example. The derived tech-
nique can be naturally extended to remove the SIFT keypoints
in all the octaves.

The SIFT keypoints can be straightforwardly localized
in the scale space, because the SIFT algorithm is com-
pletely transparent even for a malicious attacker. Let k, =
(o, Yo, So) be the index of a generic SIFT keypoint in the
scale space. Define

S, = {(m,y,s)‘|x—mo|§1,|y—y(,|§1,|s—so|§1,

x,y,sEZ} 3)

as the index set of all the 27 points in the 3 x 3 x 3 cube
centered by k,. As k, is a keypoint, one of the following two
inequalities holds

Di(ko) > Di(k),Vk € S, \ {ko} “)

Di(k,) < Di(k),Vk € S, \ {ko} )

To eliminate the keypoint k,, an effective way is to violate
the above two inequalities defined over the DoG domain si-
multaneously. We should also bear in mind that such process
needs to be conducted with minimum affection of the image
quality, which is measured over the pixel domain. We first ex-
tract a local image patch p, of size P x P centered by (., y,)
from the input image I, where P = 7 in our implementation.
Letting E, be the operator for extracting the image patch p,,
we can write p, = E, o I. Our target is to generate a new
image patch p, such that, in the new image I accommodat-
ing p,, k, is not a keypoint in the scale space, and no new
keypoints are generated in its surroundings. Clearly, we have
Po = E, oI, and all the remaining pixels in Iare copied from
the available I. We then can formulate the following generic
constrained optimization problem

min |[p, — Po|l3 ©)
s.t. (C.1) : k, is not an extremum in S, of
(C.2) : no new keypoints generated

The objective function is straightforward, aiming at mini-
mizing the distortion between the resulting patch and the orig-
inal one. Our contribution in this work primarily lies in the

Authorized licensed use limited to: Universidade de Macau. Downloaded on July 06,2022 at 09:26:13 UTC from IEEE Xplore. Restrictions apply.



determination of the two constrains (C.1) and (C'.2) in an ap-
propriate manner. Certainly, to make the above optimization
problem tractable, it is desired to make both (C.1) and (C.2)
convex, which permits efficient numerical implementations.

3.1. Determination of (C'.1)

The purpose of imposing the constraint (C.1) is to ensure that
k, is not a keypoint in the new image I. An effective way to
this end is to make the inequalities given in (4) and (5) invalid
simultaneously. Let

Y, = in  Di(x), 7
% = el 1 "
Bo = x| Dj(x) (®)

The condition that k,, is no longer an extremum (and hence
a keypoint) within S, can be expressed as the following in-
equality

a, < Di(ko) < Bo, ©)]

where the two inequalities hold because k, is not identified
as a keypoint if more than one extremum exists within the
same S,. Unfortunately, the constraint (9) is non-convex (for-
mal proof will be given in our future work), which makes the
resulting optimization problem difficult to solve. To tackle
this challenge, we resort to a convex relaxation technique to
approximate the non-convex constraint in (9). Clearly, the ap-
proximated constraint should be convex. Meanwhile, we need
to preserve the solution space as much as we can. This is be-
cause too strong relaxation, though capable of retaining con-
vex constraint, may cause the solution space far away from
the truly optimal solution, leading to severe distortion.

We notice that the difficulty of evaluating a,, and [, is
because the minimization/maximization is taken over the un-
known I. As only I is available, we need to approximate both
«, and S, from I. It is observed that when 1 and I are close
to each other, the order in the scale space (relative relation-
ship between one DoG value and its surroundings) tends to
be preserved, though the DoG values may change with large
magnitudes.

More specifically, we can easily get

Di(x), (10)

X o o

in which the minimization is carried out in the available I,
rather than in the unknown I. Similarly, we can retain

Xmax = arg max  Dy(x) (11)

x€8,\{ko}

According to the aforementioned order-preserving strat-
egy, we now can estimate «,, and 3, by

OAZO - Di(xmin) (12)

Bo = Di(xmax) (13)

where the indexes Xnin and Xpax given in (10) and (11) are
derived from I. It should be emphasized that here the sub-
script of the DoG function is i instead of I. In other words,
we only exploit the relative order information, while not the
exact DoG values of 1.

Therefore, the condition (C.1) is chosen to be the relaxed
version of (9), and can be written as

G, < Dj(ko) < By (14)

As T is available, both x,,,;;, and x,,,,x are fixed. Noticing that
the DoG function Dj(x) is linear with respect to I, the above
constraint (C.1) is also linear (and hence convex).

Let us further check the validity of ensuring that k, is no
longer a keypoint. When the condition (14) holds, at least one
x € S, \ {ko} exist such that D;(k,) > Dj;(x). This implies
that k, is not a unique minimum. Similarly, when looking at
the righthand side of the inequality (14), we conclude that at
leastone x € S, \ {k,} exist such that D;(k,) < Dj(x). This
implies that k,, is not a unique maximum neither. Therefore,
when (14) is satisfied, k, will not be detected as a keypoint in
the scale-space domain.

3.2. Determination of the condition (C.2)

Though the constraint (C.1) eliminates the keypoint k,, there
is no guarantee that new SIFT keypoints will not appear. Such
new keypoint generation (NKG) problem is very serious be-
cause the new keypoints generated around the original one
can still be matched with high probability. To solve this prob-
lem, we design the constraint (C.2) to make sure that no SIFT
keypoints exist in a local cuboid centered by k, in the scale
space, as shown in Fig. 1. Same with the setting of [1], we
assume that there are 5 scales within each octave. The size
of the cuboid is set to be U x U x 3, where U = 7 in our
experiment. It should be noted that within the cuboid, there
may exist some original SIFT keypoints, besides the newly
generated ones. If this is the case, we also remove them by
imposing the following condition (C.2). More specifically,
let us first construct the cuboid centered by k,

U-1 U-1

{($7ya5)‘|x_x0|§ 2 7|y_y0|§Ta

|s—s(,|§1,x,y,s€Z}\{k(,} (15)

17:):
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Fig. 1. The U x U x 3 sized cuboid centered by k,.

For each point q € 7, there are two possibilities: 1) it is
not a keypoint in I; and 2) it is a keypoint in I. The two cases
will be discussed separately below.

If Case 1 happens, then q is not an extremum in the 3 X
3 x 3 cube S, in the scale space centered by q, where S, can
be similarly defined as (3). Let

4. = min Dy (x 1
XIIIII] arg xelsri I ( )7 ( 6)
x1 = m D 17

Adopting a similar strategy of deriving (14), the condition
to ensure that g will not become a new keypoint can be written
as

(18)

mwx)

Di (Xq

min)SDi( )<D(
Clearly, this constraint is convex with respect to i
For the Case 2 where q itself is also a keypoint in I, we
need to exclude it from the set S, when calculating x? . and
x¥ .« using (16) and (17). Otherw1se (18) is always satis-
fied, as one of the inequalities must hold with equality. More

specifically, we now compute

qu o= ar min Di(x 5 19
min g €S, \{a} I( ) ( )
19 = a max D 20
X max rg x€8,\{a} I( ) ( )

In this case, the condition of making q non-keypoint can be
expressed as

in) < Di(a) < Dy(x ) €2y

max

Input Image

-

Keypoint

Sequential
S q >
etection

Removal

Fig. 2. Iterative process of removing SIFT keypoints

Incorporating all the conditions (C.1) and (C.2), we fi-
nally arrive at the convex optimization problem for removing
the SIFT keypoints

—Poll3 (22)
st G, < Di(k,) < B,
Dy(xt,;,) < Di(a) < Dj(xd,.),Va € To[ K
Di(x'%) < Dyla) < Dy(x'%,.). Ya € T, K°

min ||po
Po

where

K= {(x, Y, s)‘(x, y, 8) is a keypoint of I} (23)
andp, = E, ol

3.3. Iterative process of removing SIFT keypoints

In the above two subsections, we have presented our approach
for removing one SIFT keypoint k,, and prohibit the exis-
tence of any SIFT keypoints in a local cuboid centered by k,.
We can sequentially apply such removal operations to pro-
cess all the SIFT keypoints. Nevertheless, after one round of
processing, there may still exist many unremoved SIFT key-
points. This is because we can only ensure that no keypoints
exist in a local cuboid of size U x U x 3. While outside that
cuboid, no guarantee can be provided. More seriously, when
multiple keypoints are tightly clustered, different patches p,’s
may be overlapped spatially. The interference among differ-
ent patches could also generate some new SIFT keypoints.

To solve these two problems, we propose an iterative strat-
egy, as illustrated in Fig. 2. In each round ¢, we sequentially
process all the identified SIFT keypoints, and eventually get
the resulting image I,. In the next round, we use I, as input,
and apply the removal operations for all the identified SIFT
keypoints again. Such process will be iteratively performed
for several rounds until the KRR is desired or the iteration
number exceeds a threshold.

3.4. Remarks on the comparison with [8]

In this subsection, we give a brief comparison of our proposed
SIFT keypoint removal method with the one in [8], in which a
constrained optimization framework was also developed. As
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Fig. 3. Comparison with RMD method [6] in terms of aver-
aged KRR-D performance.

(b) [6]
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Fig. 4. Visual quality comparison with RMD method [6]. (a)
original, (b) RMD (KRR 77.18%, PSNR 37.75 dB), and (c)
Proposed (KRR 83.08%, PSNR 45.10 dB)

the objective functions in both methods are straightforward ¢
distortion terms, the key differences lie in the constraints.

In [8], the constraint to suppress the SIFT keypoint is
to make the minimum point and the second minimum point
equal, and hence generating two minima in the same 3 x 3 x 3
cube. This condition can be regarded as a special case of our
constraint (C.1) given in (14) when the left inequality is satis-
fied with equality. Certainly, the solution space of the frame-
work in [8] is much restricted, which would lead to much
more severe distortions. The results in the next section will
verify our conclusion experimentally.

Furthermore, the strategy to prevent from generating new
keypoints in [8] is to force all the points in the 3 x 3 x 3 cube,
except k,, to be no smaller than Dj (k,). However, this cannot
fully solve the NKG problem. To determine whether a point
in the scale space is a keypoint or not, we should compare
all the 27 points in the cube centered by itself, rather than by
k,. In contrast, when designing the condition (C'.2), we can
ensure that no SIFT keypoints existin a U x U x 3 cuboid,
where U is a parameter balancing the removal performance
and incurred distortion.

4. EXPERIMENTAL RESULTS

In this section, we evaluate the performance of our proposed
SIFT keypoint removal algorithm in terms of KRR-D metric,
and further demonstrate its effectiveness through a case study
of defeating the copy-move forgery detection system. More
specifically, the KRR, denoted by 7, is defined as

# correctly matched keypoints after removal

r=1 (24)

# number of original keypoints

We first compare the KRR-D performance of our pro-
posed scheme with the state-of-the-art RMD method [6]. The
experiments are conducted over the UCID image database [9]
consisting of 1338 uncompressed images with various char-
acteristics. All the images are converted into gray scale, and
the SIFT keypoints are extracted using the popular open-
source SIFT-VLFEAT [10] with peak threshold=4 and the
edge threshold=12. A can be seen from Fig. 3, the KRR-D
performance of our approach is significantly better than that
of RMD [6]. The PSNR gain of our method over RMD be-
comes increasingly larger as KRR improves. For instance,
the gain can be over 12 dB when KRR=0.8, which is quite re-
markable. In addition to the KRR-D curves, we also present
the visual quality comparison in Fig. 4 between these two
methods. Our proposed technique achieves more visually
pleasing result than that of the RMD approach.

We also perform the comparison among our method,
RMD [6], and the one in [8] for 8 standard test images in
Fig. 5. As the source code of [8] is not available, the re-
sults represented by the dotted lines (A) are extracted from
Table 1 of [8]. Our method outperforms both [6] and [8] by
a big margin. When the KRR is low, the PSNR gap between
our solution and [8] is relatively small, because the distortion
difference is less if the number of removed SIFT keypoints
becomes lower. Nevertheless, for large KRR, our approach
achieves very remarkable improvement. This experimentally
explains the importance of appropriately determining the con-
straints in the optimization framework, which is one of our
major contributions in this work.

Furthermore, we demonstrate that our SIFT keypoint
removal algorithm is effective in defeating a SIFT-based
image copy-move forgery detection system [2], while still
maintaining high quality of the image. Copy-move forgery
is a popular means of making doctored images by cloning
an area of the image onto another zone, probably accom-
panying with some appropriate geometric transformations.
The state-of-the-art technique [2] has been proven to be
quite effective in robustly detecting cloned region via SIFT
matching. To malfunction the detection system, we first
perform the copy-move forgery on 10 images randomly
selected from UCID database. Some appropriate geometric
transformations are conducted such that the forged images
are visually more realistic and better fit the background. The
10 images and their forged versions are available https:
//www.dropbox.com/sh/tm7tgfs5d8bmizp/
AABy9ewmdPFSofsgQsGYkrgVa. We apply our removal
technique and the RMD [6] on the cloned region respectively.
Fig. 6 shows the result for one of the images, in which a bear
head is copied to cover another one. Before the removal, the
clones region can be successfully detected by the approach
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Fig. 5. Comparison with [6] and [8] in terms of KRR-D per-
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Fig. 6. Before and after the SIFT keypoint removal.

of [2], through SIFT matching. After removing the SIFT
keypoints, the number of matched SIFT descriptors drops to
0, meaning that both approaches are effective in defeating
the forgery detection system [2]. However, the distortion
incurred by the RMD method is much more severe and
noticeable (see e.g., the bear’s eyes enclosed in the red box).

5. CONCLUSION

In this work, we have investigated the security of SIFT against
malicious attack. We have designed an effective strategy to
remove the SIFT keypoints while still maintaining high qual-
ity of the image. This has been cast as a constrained opti-
mization problem, where the constraints are well-designed to
suppress the existence of local extremum and prevent gen-
erating new keypoints in a local cuboid in the scale space.
Unfortunately, the optimization problem in the ideal case has
been shown to be non-convex. To tackle such challenge, we
have proposed a convex relaxation technique to approximate

the original problem. Experimental results, including KRR-D
performance comparison and a case study of malfunctioning
a copy-move forgery detection, have been provided to demon-
strate the superior performance of our scheme.

An implication of our results is that we cannot fully trust
the image input to the SIFT-based system, especially those
security systems. An authentication mechanism is needed to
verify the data validity, before they are sent to SIFT extrac-
tion module. Otherwise, the decision made upon the extracted
SIFT features could be groundless.
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