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ABSTRACT

This work proposes a novel scalable image compression
method for stream cipher encrypted images. The bit stream
in the base layer is produced by coding a series of non-
overlapping patches of the uniformly down-sampled version
of the encrypted image. An off-line learning approach can be
exploited to model the reconstruction error of original image
patch based on the intrinsic relationship between the local
complexity and the length of the compressed bit stream. This
error model leads to a greedy strategy of adaptively selecting
pixels to be coded in the enhancement layer. At the decoder
side, an iterative, multi-scale technique is developed to recon-
struct the image from available pixel samples. Experimental
results demonstrate that the proposed scheme outperforms the
state-of-the-art in terms of rate-distortion (RD) performance
at low and medium rate regions.

Index Terms— Image compression over encrypted do-
main, scalable image coding

1. INTRODUCTION

The standard way of providing data security is to encrypt it
via cryptographic algorithms, e.g., AES and RC4. In many
practical scenarios such as cloud computing, the parties who
process the encrypted data are often untrusted, and hence have
no access to the secret key. This has led to the challenging
problem of how to achieve superior efficiency of processing
the encrypted data with zero knowledge of the secret.

As one of the most common operations on multimedia
data, multimedia compression over encrypted domain has re-
ceived increasing attention since the last decade. Johnson et.
al showed that the stream cipher encrypted data is compress-
ible through the use of coding with side information princi-
ples, without compromising either the compression efficiency
or the information-theoretic security [1]. By applying LDPC
codes in various bit-planes and exploiting the inter/intra cor-
relation, Lazzeretti and Barni presented several methods for
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lossless compression of encrypted grayscale/color images [2].
Furthermore, Kumar and Makur extended the approach of [1]
to the prediction error domain and achieved better lossless
compression performance on the encrypted grayscale/color
images [3]. Aided by rate-compatible punctured turbo codes,
Liu et. al developed a progressive method to losslessly com-
press stream cipher encrypted grayscale/color images [4].

To achieve higher compression ratios, lossy compression
of encrypted images was also studied [5–8]. Zhang et. al
proposed a scalable lossy coding framework of encrypted im-
ages via a multi-resolution construction [5], where encryption
is achieved by adding (modulo-256) the pixel values with the
key stream. For images encrypted by standard stream cipher
(bitwise XOR), Kang et. al designed a new scalable cod-
ing scheme through transmitting a down-sampled version of
the encrypted image as the base layer, then selectively choos-
ing additional bit planes to be sent in the enhancement layer
[6]. Further, Zhang designed an image encryption scheme
via pixel-domain permutation, and demonstrated that the en-
crypted file can be efficiently compressed by discarding the
excessively rough and fine information in the transform do-
main [7]. We recently also suggested a high performance
coding approach for encrypted images, achieving nearly the
same compression efficiency as a conventional image coding
system having original, unencrypted images as input [8].

In this work, we focus on encrypted images obtained by
applying stream cipher in the standard format (e.g., AES-CTR
[9]); namely, ciphertext is generated by XORing the plain-
text with the key stream. We propose a novel scalable coding
scheme for encrypted images. The bit stream in the base layer
is produced by coding a series of non-overlapping patches of
the uniformly down-sampled version of the encrypted image.
An off-line learning approach can be exploited to model the
reconstruction error of image patch based on the intrinsic re-
lationship between the local complexity and the length of the
compressed bit stream. This error model leads to a greedy
strategy of adaptively selecting pixels to be coded in the en-
hancement layer. At the decoder side, an iterative, multi-scale
technique is developed to reconstruct the image from avail-
able sample pixels. Experimental results demonstrate that the
proposed scheme outperforms the state-of-the-arts in terms of
RD performance at low and medium rate regions.
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Fig. 1. The proposed scalable image coding scheme.
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Fig. 2. The relationship among P, Q, and R, where M = 2.

2. SCALABLE CODING OF ENCRYPTED IMAGES
VIA ADAPTIVE SAMPLING

When stream cipher is used in the standard format, the en-
crypted image is obtained by

[[f ]] = f ⊕K (1)

where f and [[f ]] denote the original and the encrypted images
of size N × N , respectively, and K is the secret key stream.
Here, ⊕ represents the bitwise XOR operator, and all images
are assumed to be 8-bits. Throughout the paper, we use [[x]]
to represent the encrypted version of x.

To efficiently compress the encrypted image [[f ]], we de-
velop a novel scalable image coding framework operated over
the encrypted domain. In Fig. 1, we show the schematic di-
agram of the proposed scheme, with a base layer and an en-
hancement layer, where the original image is given just for
better illustration purpose.

2.1. Base layer encoding

To generate the bit stream in the base layer, we first down-
sample [[f ]] into [[f↓]]. Here, we stick to conventional square
pixel grid by uniform spatial down sampling of [[f ]]. Out
of practical considerations, we make a more compact rep-
resentation of [[f ]] by decimating every four rows and every
four columns, namely, the resulting [[f↓]] is of size N/4 ×
N/4. This simple down-sampling strategy can be readily
implemented in the encrypted domain, as the spatial rela-
tionship among pixels keeps intact after encryption. Further,
such down-sampling offers an important operational advan-
tage: [[f↓]] still remains a uniform rectilinear grid of pixels,
making it readily compressible by any existing techniques for
compressing encrypted images, e.g. [4].

Instead of coding [[f↓]] as a whole, we propose to parti-
tion it into a series of non-overlapping patches [[Pt]] of size
M ×M . Each [[Pt]] is then treated as a subimage, and coded
individually into a binary bit stream Bt, by applying the loss-
less compression method of [4]. The final bit stream in the
base layer Bb is formed by concatenating all Bt’s, i.e.

Bb = B1B2 · · ·BT (2)

where T = N2

16M2 .
A free byproduct offered by the base layer encoding is the

length of each Bt, denoted by ht. As also mentioned in [8],
ht, called local complexity indicator (LCI), provides critical
information concerning the local complexity of Pt. Smooth
patches that are more compressible would produce small val-
ues of ht, while those high-activity regions typically generate
large ht. Such crucial information accessible in the encrypted
domain without extra cost will be shown to be useful in guid-
ing the encoding of the enhancement layer through a context-
adaptive mechanism.

2.2. Context modeling of patch reconstruction error

Let P be a generic M × M sized patch in f↓, and Q be the
associated 4M × 4M sized patch in f . In other words, P is
obtained by down-sampling Q by a factor of 4. Denote R as
the 4M × 4M version of P by duplicating the pixels of P
in their original grids, while leaving the remaining locations
empty. The relationship among P, Q, and R can be illus-
trated in Fig. 2, where solid dots denote the available pixels,
while the hollow ones denote the vacant locations.

Let Q̂(n) be the reconstructed image patch from the pixel
samples of R and additional n×s samples randomly selected
from Q corresponding to the empty locations of R, where
s = 128 is a constant step size. The discussion on the im-
age reconstruction approach from pixel samples is deferred
to Section 3. In the context of our scalable image coding
scheme, the samples in R are provided by the base layer,
while the additional samples are made available by the en-
hancement layer.

From the perspective of sampling theory, additional sam-
ples allocated in the smooth regions help less in reducing the
reconstruction errors, compared with those in complex re-
gions. This is because, in smooth regions, the existing sam-
ples available through base layer might be sufficient to guar-
antee faithful reconstructions, making the additional samples
less useful. Therefore, when generating the bit stream in
the enhancement layer, it is more advantageous to code more
samples in those complex regions, so as to achieve better
overall RD performance.

To develop an appropriate strategy for selecting pixels to
be coded in the enhancement layer, we need to have a deeper
understanding about the relationship between the reconstruc-
tion error and the local complexity. In the following, we
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establish a context model for the patch reconstruction error
based on the observable LCI h. This error model can be
shown to be able to derive a greedy strategy for pixel sam-
ple selection in the enhancement layer. To this end, we first
define the reconstruction error difference (RED) by

d(n) = e(n− 1)− e(n)

= ||Q̂(n− 1))−Q||22 − ||Q̂(n)−Q||22 (3)

where e(n) denotes the patch reconstruction error when n×s
additional pixel samples are given. The value of d(n), which
is non-negative, reflects the effectiveness of increasing the
number of additional samples from (n− 1)× s to n× s.

As explained above and also verified experimentally, d(n)
strongly correlates to the local smoothness of the patch. For
those with smooth signal waveforms, d(n) tends to be small,
while for those high-activity regions, it becomes large. We
hence introduce the conditional probability p(d(n)|h) as a
statistical context model of d(n). To prevent the problem of
context dilution caused by too many modeling parameters, we
propose to estimate the conditional expectation E(d(n)|h),
rather than p(d(n)|h) itself. Still, the space spanned by h
is too large in practice. To further narrow the context space,
we apply uniform scalar quantization on h with step size τ ,
namely, h̃ = �h/τ�.

To estimate E(d(n)|h̃), we employ an off-line learning
approach with the assistance of U = 100 training images.
For each training image fu, where 1 ≤ u ≤ U , the patches
Qu,t, Ru,t, Pu,t can be readily extracted. For each Ru,t, we
increment n × s pixel samples in the vacant locations, and
get the reconstructed patch Q̂u,t(n) by the technique to be
presented in Section 3. The corresponding du,t(n) can then
be calculated by (3). Eventually, each patchRu,t is associated
with a RED vector du,t = (du,t(1), du,t(2), · · · , du,t(S)),
where

S =
(4M)2 −M2

s
=

15M2

s
(4)

Meanwhile, the value of h̃u,t can be obtained by com-
pressing [[Pu,t]] with the method of [4] and measuring the
length of the compressed bit stream. Then, the conditional
expectation E(d(n)|h̃) can be computed by

E(d(n)|h̃ = ho) =

∑
(u,t)∈Ω du,t(n)

|Ω| (5)

where Ω = {(u, t)|h̃u,t = ho}.
It should be noted that the above training process is con-

ducted off-line, and hence the encoding complexity will not
be materially increased, as all the pre-calculated conditional
expectations can be implemented in a look-up table.

(a) F = 10 (b) F = 50 (c) F = 100 (d) F = 200

Fig. 3. Sample selection for different values of F .

2.3. Enhancement layer coding via greedy strategy

With the above context model of patch reconstruction error,
we in this subsection propose a greedy algorithm to strategi-
cally select the pixels to be coded in the enhancement layer.
Let h̃ = (h̃1, h̃2, · · · , h̃T )

′ be the vector recording the LCI’s
of all the 4M × 4M sized patch of the encrypted image. It
is assumed that totally there are F × s samples to be coded
in the enhancement layer, where F is a parameter controlling
the coding rate. The greedy algorithm for the pixel sample
selection is given as follows:

Step 1: Initialize a vector E � (E1, E2, · · · , ET )
′ =

(E(d(n1)|h̃1)),E(d(n2)|h̃2)), · · · ,E(d(nT )|h̃T ))
′ by setting

all nj’s to be 1, where the conditional expectations are ob-
tained from the off-line training process.

Step 2: Find the index q corresponding to the maximum
element of E, i.e.,

q = argmax
1≤i≤T

Ei (6)

When multiple q’s exist, we simply choose the minimum one.
Step 3: Randomly choose s encrypted pixels from [[Q]]q

that have never been selected, according to a public seed.
Step 4: Update

Eq = E(d(nq + 1)|h̃q)), nq = nq + 1 (7)

Step 5: Repeat Steps 2-5 for F times until all F × s sam-
ples are selected.

Step 6: Reshape the selected pixel samples into a 2-D
image [[fe]], and encode it into a binary bit stream Be using
the method of [4].

Fig. 3 demonstrates the results of sample selection when
F = 10, 50, 100, 200, where the original image is given just
for better illustration purpose. It can be observed that most of
the samples are located at the complex foreground, while the
sky in the background with homogenous characteristics has
slim chance of getting samples even when F = 200. This
validates the effectiveness of our proposed sample selection
algorithm operated over encrypted domain.

3. IMAGE RECONSTRUCTION

Upon receiving the bit stream Bb from the base layer, the de-
coding algorithm of [4] can be applied to get [[f↓]]. As the
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Fig. 4. Schematic diagram of image reconstruction.

uniform down-sampling rule is public, [[f↓]] can be appro-
priately decrypted into f↓ by XORing with the correspond-
ing key stream. In the case that the enhancement layer is
not available, f↓ can be directly up-converted to f̂b, using the
method to be presented below. In some application scenarios,
f̂b can be utilized as the preview version for customers.

When the bit stream of the enhancement layer arrives, the
decoding algorithm of [4] can be similarly employed to obtain
[[fe]], where the base layer reconstruction f̂b serves as the side
information. As the encoder and the decoder can be perfectly
synchronized, the key stream can be appropriately extracted
to decrypt [[fe]] into fe.

With f↓ and fe, the decoder aims to re-estimate the orig-
inal image. We propose an iterative, multi-scale technique
to reconstruct the original image, as depicted in Fig. 4. Let
f0 be the image containing all the available samples from f↓
and fe, while the vacant locations are padded with 0’s. In
our proposed multi-scale framework, f0 is successively down-
sampled twice by a factor 2 respectively to form a pyramid:
f1 and f2, by replacing each low-resolution pixel with the av-
erage of existing high-resolution ones. The image reconstruc-
tion starts from the lowest level 2. We first up-convert f2 to
a higher level f̃1 via a parametric-model based interpolation
method. Due to the excellent interpolation performance and
modest computational complexity, the soft-decision adaptive
interpolation (SAI) [10] is adopted. With f̃1 and f1, we then
attempt to get a refined version by estimating the missing pix-
els of f1. To this end, we employ a non-local mean (NLM)-
based approach, in which all the weighting vectors are com-
puted from the up-converted f̃1. In other words, f̃1 now serves
as the prior knowledge for the estimation task. Specifically,
the ith missing pixels in f1 are estimated by

f̂1(i) =
∑

j∈Wi

w(i, j)f1(j) (8)

where Wi denotes a local window centered at pixel i. The
family of weights w(i, j)’s depend on the similarity between
the pixels i and j, and are explicitly given by

w(i, j) =
1

Z(i)
e

−||f̃1(Ni)−f̃1(Nj)||22,α
δ2 (9)

where the gray level vectors f̃1(Ni) and f̃1(Nj) represent two
square neighborhoods of fixed size centered at pixels i and j,

0 0.5 1 1.5 2 2.5
24

26

28

30

32

34

36

38

bpp

P
S

N
R

Lena

 

 

0 0.5 1 1.5 2 2.5
15

16

17

18

19

20

21

22

23

24

25

bpp

P
S

N
R

Harbor

 

 

[5]
proposed

[5]
proposed

Fig. 5. Comparison of RD performance.

respectively. Here, || · ||22,α denotes the weighted Euclidean
distance, with α > 0 being the standard deviation of the
Gaussian kernel, and Z(i) is a normalizing constant

Z(i) =
∑

j

e
−||f̃1(Ni)−f̃1(Nj)||22,α

δ2 (10)

where δ controls the degree of filtering.
To further enhance the performance, we iterate the above

procedure by replacing f̃1 with the newly refined f̂1. Heuristi-
cally, we find that 2-3 iterations are sufficient to produce sat-
isfactory results. The resulting f̂1 is then up-converted to f̃0
via SAI. At level 0, similar iterative NLM-based refinement
process can be carried out to get the final estimate f̂ .

4. EXPERIMENTAL RESULTS

To demonstrate the performance of our proposed scalable
coding scheme for stream cipher encrypted images, we com-
pare it with the method of [5] in terms of �2 distortion. In
Fig. 5, we show the RD curves for two test images Lena and
Harbor (more experimental results performed on a larger set
of test images will be given in our forthcoming paper), which
are both of size 512 × 512. Here the block size M = 16.
It can be seen that, for bit rates below 1.7 bpp, the proposed
method offers better RD performance. The gain in PSNR
over [5] can be quite significant for low bit rates. Further-
more, the performance saturation problem (see the curves of
Harbor) occurred in [5] can be successfully avoided.

5. CONCLUSIONS

In this paper, we design a novel scalable image coding scheme
for stream cipher encrypted images. The base layer com-
presses a series of non-overlapping patches of the uniformly
down-sampled version of the encrypted image. Based on the
free side information offered by base layer coding, the en-
hancement layer strategically selects additional pixel samples
to code. The decoder then applies an iterative, multi-scale
technique to reconstruct the image from all available samples.
Experimental results verify the superior coding performance
of our proposed scheme, especially at the low and medium
rate regions.

ICIP 20145525

Authorized licensed use limited to: Universidade de Macau. Downloaded on July 06,2022 at 10:04:33 UTC from IEEE Xplore.  Restrictions apply. 



6. REFERENCES

[1] M. Johnson, P. Ishwar, V. M. Prabhakaran, D. Schonberg,
and K. Ramchandran,“On compressing encrypted data,”
IEEE Trans. on Signal Process., vol. 52, no. 10, pp. 2992-
3006, Oct. 2004.

[2] R. Lazzeretti and M. Barni,“Lossless compression of en-
crypted grey-level and color images,” in Proc.16th Eur.
Signal Processing Conf. (EUSIPCO 2008), Lausanne,
Switzerland, 2008.

[3] A. Kumar and A. Makur,“Distributed source coding
based encryption and lossless compression of gray scale
and color images,” in Proc. MMSP, pp. 760-764, 2008.

[4] W. Liu, W.J. Zeng, L. Dong, and Q.M. Yao,“Efficient
compression of encrypted grayscale images,” IEEE
Trans. on Imag. Process., vol. 19, no. 4, pp. 1097–1102,
April 2010.

[5] X. Zhang, G. Feng, Y. Ren, and Z. Qian, “Scalable cod-
ing of encrypted images,” IEEE Trans. on Imag. Process.,
vol. 21, no. 6, pp. 3108–3114, June 2012.

[6] X. Kang, A. Peng, X. Xu, and X. Cao, “Performing
scalable lossy compression on pixel encrypted images,”
EURASIP J. on Imag. and Video Process., 2013:32, 2013.

[7] X. Zhang,“Lossy compression and iterative recobstruc-
tion for encrypted image,” IEEE Trans. on Inf. Forensics
and Security, vol. 6, no. 1, pp. 53-58, March 2011.

[8] J. Zhou, X. Liu, O.C. Au, and Y. Tang, “Designing an effi-
cient image encryption-then-compression system via pre-
diction error clustering and random permutation,” IEEE
Trans. on Inf. Forensics and Security, vol. 9, no. 1, pp.
39-50, Jan. 2014.

[9] A.J. Menezes, P.C. Van Oorschot, and S.A. Vanstone
Handbook of Applied Cryptography, CRC Press, 1997

[10] X. Zhang and X. Wu, “Image interpolation by adap-
tive 2-D autoregressive modeling and soft-decision esti-
mation,” IEEE Trans. on Imag. Process., vol. 17, no. 6,
pp. 887–896, 2008.

ICIP 20145526

Authorized licensed use limited to: Universidade de Macau. Downloaded on July 06,2022 at 10:04:33 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


